The need for increased diligence in identifying pathogen-related outbreaks is demonstrable. In response, a fault tree methodology based on water quality failure mechanisms is developed to quantify the exposure of the water quality failure risk. The method is shown to provide an index to assist in locating on-line sensors within water distribution systems. The use of a combination of sensors is proposed for microbial detection in water distribution systems and a Bayesian classification method, in conjunction with a data mining procedure, to evaluate these sensor data and develop inferences whether pathogen excursions are causing exposure hazards in water distribution system.
Introduction
"High quality water is more than the dream of the conservationists, more than a political slogan; high quality water, in the right quantity at the right place, at the right time, is essential to health, recreation, and economic growth." (Edmund S. Muskie, U.S. Senator; speech, March 1, 1966) .
Drinking water systems are designed to provide a consumable product that has long been considered as essential to people's daily life, and to promote economic growth. In fact, widespread availability of chlorinated water precipitated the most important improvement in human health that has occurred throughout modern history.
For a water supply system to be considered reliable, the following must occur:
1. meet the water demand; 2. be delivered at sufficient pressure; and 3. be safe for use. Failure to meet these criteria constitutes 'risk' to potable water supply. Failures to meet the above three criteria include mechanical failure, hydraulic failure, and water quality failure (Huang et al., 2004) . These three failure types are not independent. For example, a water distribution system may be contaminated by bacterial intrusion (water quality failure) through cross-connections or back-siphonage, or by leakage ingress after pressure loss (hydraulic failure) due to a pump failure (mechanical failure). As well, ingress of water and sediments (water quality failure) may further deteriorate the system supply components (e.g. pipes and valves), increasing the probability of mechanical failure. Hence, to address failure potential, it is necessary to understand the failure mechanisms, and assurance of a robust operating water distribution system requires protection of people from unacceptable exposure risks.
In many respects, the distribution system has the greatest vulnerability for failure of the many components within a potable water supply system. For example, the water leaving the water treatment plant may be of high quality, but subject to deterioration within the distribution systems due to factors including, but not limited to, contaminated water ingress through system components failure (e.g. integrity was compromised, misused, cracked or broken), and leaching of chemicals and corrosion products from system components.
Of these failure scenarios, ensuring delivery of microbiologically safe water is one of the most difficult elements. For the two-year period 1993 and 1994, a total of 30 outbreaks associated with drinking water were reported in seventeen states and one territory in the U.S., and resulted in an estimated 405,366 persons becoming ill. These impacts included 403,000 from an outbreak of cryptosporidiosis in Milwaukee, the largest waterborne disease outbreak ever documented in the United States (Kramer et al., 1996) . In Walkerton, Ontario, Canada with a population of 4800, the outbreak of E. Coli O157:H7 and Campylobacter jejuni occurring in May 2000 via contaminated drinking water, killed seven persons, and resulted in more than 2,300 persons becoming ill (Ministry of the Attorney General of Ontario, 2002).
As an indication of the small quantities needed to create a microbiological outbreak, Rose (2002) reported that a 10% chance of rotavirus infection occurs when 1 liter of water is consumed per person, with only 1 g of feces mixed in 3.785 million litres of water. Conversely, as reported by Perz et al. (1998) , only three out of 10,000 infections by cryptospiridium are actually reported, which indicates the number of infections may be much greater than acknowledged. As a further demonstration of the awareness issue, depicted in Figure 19 .1 are the numbers of waterborne outbreaks in Canada, as reported by Schuster et al., (2005) . Of note is the substantial increase in the plotted annual numbers of outbreaks starting in 1990; however, rather than representing a change in the actual numbers of outbreaks, the increased numbers in Figure 19 .1 instead represent improved identification of occurrences of outbreaks. Increased diligence of reporting, and improved monitoring of pathogen levels, will improve the understanding of exposure scenarios and the merits of alternative measures to control human exposures to pathogens. (Schuster et al., 2005 ).
An important element of the needed framework for controlling exposure scenarios is related to the difficulty of monitoring pathogen levels. Existing pathogen monitoring techniques are expensive (e.g. C$1200 for a cryptospiridium analysis), and the timeframe for obtaining the results is substantial. The need exists for in-situ monitoring in water supply 1974 1976 1978 1980 1982 1984 1986 1988 1990 1992 1994 1996 1998 Further, after September 11, 2001, the potential for purposeful ingress into water distribution system is also raising people's concern. Although the probability of a terrorist threat to drinking water is low, the consequences could be very severe for exposed populations. Figure 19 .2 schematically illustrates the complex mechanisms resulting in water quality failure in water distribution systems as a hierarchical causative network, or water quality failure fault tree. Figure 19 .2 indicates that, except for purposeful ingress, all other types of ingress are caused by mechanical failure in water distribution systems. It thus is critical to understand how mechanical failures affect the potential for water quality failure. 
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Cryptosporidium parvum estimated 5800 to 7100 residents along with hundreds of visitors Oocysts in treated water; Solids Contact Unit functioning at a suboptimal level after maintenance Sources: (Schuster et al., 2005) 
Chlorine Residual and Failure Protection
An important mechanism for protection against risks of microbiological impacts is provided by provision of chlorine residual within the distribution system. However, pipe wall characteristics contribute to water quality deterioration and chlorine residual dieoff (Wable et al., 1991; Rossman et al., 1994; Eisnor and Gagnon, 2003) . Huang and McBean (2006) found that wall decay of the chlorine residual was more than ten times the magnitude of decay of the chlorine residual associated with bulk water. Since the characterization of the attenuation of chlorine residual by wall decay for particular applications is very difficult, ensuring that sufficient chlorine residual is present requires in-situ monitoring (Huang and McBean, 2006) .
Fault Tree Methodology to Quantify the Water Quality Failure
Quantifying the water quality risk or failure for a water distribution system is a complex process. A value or price associated with risk must be applied in helping to make the decision whether a risk is acceptable. Let E R denote the expected value of a risk; E R can be determined by Equation 19.1:
where: N = identified risk events in water distribution systems R v = the consequence of the risk, and R F = the frequency or probability of the risk event.
McBean and Rovers (1998) concluded that the magnitude of risk can be characterized into four broad categories:
1. Familiar high risks with good information; 2. Risks of low probability with very large consequences so that they must be taken seriously; 3. An extension of the second category. Although the probabilities of such risks are so low that they have never happened at all yet, the consequences deserve attention; and, 4. A collection of risks which are hard to evaluate because they show up as increases in naturally occurring hazards. In general, the risks in the first category always have low R v values with high R F values, while the risks in the remaining three categories always have high R v value with a relatively lower R F value. Normally, to quantify R F , historical data, domain knowledge, and expert knowledge, are needed. However, very frequently, historical data and domain knowledge on the probability of an acknowledged water quality failure is lacking since the water quality failure is an infrequent event compared with mechanical failure (e.g. pipe breaks, backflow control valve failures, etc.). On the other hand, the knowledge of the water quality failure mechanism may assist the estimation of water quality failure probabilities based on knowledge of mechanical failure probabilities, which are easier to determine from available information (e.g. the age of the component and the repair records).
First, the water quality failure mechanism as shown in Figure 19 .2 has identified the cause-and-effect relationship leading to the water quality failure in water distribution systems. Fault Tree Analysis (FTA), which is a bottom-up approach, provides a systematic description of the combinations of possible occurrences in a system which may result in the water quality failure. By ascribing the upper level event to its intermediate lower level events, the probability of the top event, water quality failure, can be obtained. To explain the approach, consider the simple fault tree example of groundwater ingress as depicted in Figure 19 .3 which is part of the fault tree shown in Figure 19 .2. This fault tree consists of 'AND' and 'OR' gates. There are five basic events denoted by BE1-BE5, which represent (i) low pressure, (ii) contaminated groundwater, (iii) pipe breaks, (iv) cracks in pipe and (v) check valve failure, respectively. One intermediate event, denoted by IE, represents the faulty component is identified, and the top event, groundwater ingress, is denoted by TE. Herein, the domain knowledge, or prior information, is assumed to be available for the basic events only and the information on the intermediate and top events are obtained by employing the Fault Tree Analysis Approach. For OR gates, the probability is the sum of the probabilities of its intermediate lower level events; while for AND gates, the probability is the product of the probabilities of its intermediate lower level events. It is then possible for the higher level event probability to be expressed in terms of basic event probabilities. In this simple example, the probability of groundwater ingress is calculated as:
The probabilities of pipe breaks, cracks in pipes, and check valve failure can be established from historical records. The low pressure event can be identified from water treatment plant log data or running water distribution system models for various scenarios. The probability of contaminated groundwater can be estimated from field studies. Figure 19 .3 illustrates the application of fault tree analysis in quantifying the groundwater ingress probability. In this example, the probability of groundwater ingress is 6.2E-05. Although the probability of groundwater ingress is much smaller than the component failure probability, because the mechanical failure is the root failure event of the contamination ingress, the increase of the probability of pipe breaks, cracks in pipe and check valve failure, increases the probability of contamination ingress. The probability of other failure events including intrusion from tanks and backflow control failure can be obtained in the same fashion as groundwater ingress. 
As expressed in Equation 19
.1, the severity of the water quality events also needs to be incorporated with the consequence of the failure R V . For contamination ingress, the consequence R V can be determined by the characteristics of the contamination source and the hydraulics of the flow in the water distribution system. Hence, the simple fault tree provides the means of quantifying water quality failure risk and the contributory effects of mechanical failure on water quality failure.
Monitoring Methodologies
The goal of a monitoring methodology is to ensure that a secure water supply is provided to protect human beings from the effects of chemical and biological contaminants which may be accidentally or intentionally released into distribution systems. An important area of concern is the selection of optimal locations for monitors to provide the best capability for detecting contaminants. For regulatory and security concerns, water-quality sampling in distribution systems is of interest where, for example, Lee and Deininger (1992) conducted research in optimal placement of sensors. Optimization and heuristic tools monitoring locations in the distribution system have also been described in Ostfeld and Salomons (2004) , Berry et al. (2005) and Murray et al. (2004) on sensor upstream coverage, which is determined by distribution system hydraulics. Nevertheless, a rational sampling and monitoring plan would account for not only the dynamic nature of distribution-system hydraulics, but also the conditions of distribution system components and their effect on water quality.
Cities and towns across North America are facing the problem of aging water infrastructure where many water infrastructure components have been in place for decades. Aging infrastructure increases the mechanical failure probability and, as a consequence, increases the probability of contamination ingress and the probability of water quality failure. Sensors can then be located at the places with higher probabilities and higher severities of water quality failure. Hence, the fault tree methodology developed above provides a simple and fast evaluation of the probability of water quality failure for a group of water distribution components. The probability or severity of water quality failure determined by the fault tree methodology thus can be used as one decision index in the placement of monitoring sensors.
Nevertheless, the problem still exists since existing sensors do not measure the microbiology. By existing regulations in Ontario, chlorine residual is checked once per day for several locations within the water distribution system. Typical scenarios to detect pathogens involve checking for E. coli and Total coli, at the frequency of twice/week, and once per week if chlorine is being used. However, the incubation and culture needed for these analyses is from one to several days to complete the analyses. For example, a determination of the indicator bacteria E. coli takes 24 hours, and an HPC count of the colonies takes from 3 to 7 days (Deininger et al., 2005) . These tests have restricted utility for protection of the consumers in a timely fashion.
To allow a rapid local response, the goal of an early warning monitoring system is to reliably identify low probability/high impact contamination events in much faster times. One possibility for monitoring is to rely on an indirect or surrogate measurement, such as turbidity. Other instantaneous results include TOC, chlorine residual, and pH.
The possibility of a bioterrrorism event, or an ingress event, argues for water utilities to adopt easy and timely detection methods to protect the consumers against these undesirable events, by obtaining rapid measures. Some of these monitoring capabilities are being developed. For several years, portable waterproof UV probes which can measure turbidity, nitrate concentration, optical sensors, and UV absorption of water at 254 nanometers have been on the market (Weingartner, 2003) . The spectrolyser is a spectrophotometer that records the absorption spectrum of a water sample in the 200-735 nm wavelength range (van den Broeke et al., 2006) . However, these technologies have been in use primarily for monitoring surface water quality not for monitoring drinking water quality (van den Broeke et al., 2006) .
Compared with the microbial detection method, detections for TOC, turbidity, chlorine residual concentration and pH are much easier and the instruments provide instantaneous results. Based on the knowledge that microbial contamination may impact these parameters, combinations of these parameters can be used to make inferences whether a microbial contamination event has occurred. Because the Bayesian methodology provides a basis of inference, a Bayesian framework can be employed to develop a classification method for contamination event identification.
According to Bayes' theorem:
where: X = observed data; θ = hypothesis; ) | ( X P θ = the conditional probability of θ given observed data X; ) (θ P = the prior probability without knowledge of X; ) ( ) | , ( θ θ P Y X P × = the joint probability or so called likelihood; and ) ( X P = the prior probability without knowledge of θ .
There are two competing hypotheses to detect the presence of pathogenic microorganisms in water distribution systems, contamination event (a) occurs and (b) does not occur. Assume that the finished water released at the treatment plant is free of any pathogens; the hypotheses can thus interpret whether or not pathogens are present in water distribution system. If a database as listed in Table 19 .4 contains all the historical data from a drinking water treatment plant or in-situ tests, these data can be used to find a pattern which provides inferences whether or not pathogens are present in a water distribution system. The pattern can be further used to predict the presence of the pathogens in water from a new group of sensor data using a Bayesian classification method. To use Bayes' theorem, the data shown in Table 19 .4 need to be transformed into label (discrete) data. Table 19 .5 lists the rules to transform the continuous data into discrete data. The rules should be defined by water utility based on the expert knowledge regarding the contamination effects on these water parameters. Table 19 .6 shows the results of data transformation using the transformation rules present in Table 19 .5. After data transformation, using a data mining approach to analyze the historical database, these data may be classified into several classes. For instance, "select all where TOC is less than 1.0 mg/L and pathogens are present" or "select all where TOC is low and pathogens are present". Once obtained, the number of the records of a specified class, the probability of the specified class can be obtained. The probability of each class is summarized in Table 19 .7 if the database only contains 15 data records as shown in Table 19 .4. Based on this knowledge, if a group of sensors in the water distribution system detects the following results as listed in Table 19 .8, using the class probability identified in Table 19 .7, the likelihoods of YES and NO can be calculated as summarized in Table 19 .9. Cases 16 and 17 are identified to be NO and YES, respectively. 
Conclusions
This research has identified four types of water quality failures in water distribution systems, namely contamination ingress, microbial regrowth, chemical and corrosion product leaching from pipes, chlorine residual not being maintained. A fault tree which represents the water quality failure mechanism in water distribution systems has been developed. A fault tree methodology to quantify the water quality failure probability in water distribution systems is developed, and applied to analysis of groundwater ingress. This method can be applied as one index in locating on-line sensors in water distribution systems. A combination of sensors is proposed to provide a timely response to a contamination event and to improve the current microbial detection method. A Bayesian classification method, in conjunction with data mining procedure, is developed to evaluate sensor data and develop inferences whether pathogens are present in water distribution system.
